SKUNKWORKS ACADEMY

Individual Development Roadmap
Nkateko Mtembi

SOC Operations - Wazuh SIEM - Threat Detection - Incident Response - Cloud Security

Recommended development placement

Primary: Junior SOC Analyst " SOC Analyst / Security Operations Analyst
Secondary growth: Detection Engineering / Cloud Security

Learning mode: self-paced, hands-on and evidence based

Initial execution: 12-week applied sprint

Long-term direction: security operations leadership and subject-matter growth
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Exec
utive

Sum
mary

Source-
based s
tarting
point
Nkateko's
submitted
career asse
ssment
identifies
strong
interest in
SIEM
platforms,
a
preference
for self-
paced
learning,
willingness
to invest
substantial
weekly
time in
learning,
interest in
Cisco,
GitHub,
Google and
professional
skills, and
a desire to
move into e
mployment,
increase
earning
potential
and
ultimately
reach a
leadership
position.
The
supplied pro
fessional
profile
describes
an aspiring
Junior SOC



Analyst
already
building a
Wazuh
SIEM
home lab,
with
practical
focus on
threat
detection,
log
analysis
and
incident
response.
Existing
profile
strengths
include
cloud
security,
security
monitoring,
Windows fu
ndamentals,
networking
and several
foundation c
ybersecurity
/networking
credentials.

Recom

mended
develo

pment p
laceme

nt

Primary
pathway:
Junior SOC
Analyst I’
SOC
Analyst /
Security
Operations
Analyst
Secondary
growth
pathway:
Detection E
ngineering /
Cloud
Security
Analyst
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Long-term

direction:
Security
operations
leadership,
subject-
matter
expertise
and
mentoring
The
secondary
and long-
term
pathways
are recomm
endations
derived
from the
submitted
interests,
portfolio
direction
and stated
leadership
ambition;
they are
not claims
of current
role
seniority.
Develop
ment pr
iorities
1. Windows
security
telemetry
and event-
log investig
ation.
2.Wazuh a
dministratio
n, alert
triage, rule
tuning and
detection
logic.

3.
Networking
and packet-
analysis fun
damentals
for SOC inv
estigations.
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4. Incident

response,
evidence
handling
and
escalation
discipline.
5. MITRE
ATT&CK
mapping,
threat
intelligence
and
detection en
gineering
basics.

6. Git/
GitHub
workflow
and
evidence-
quality
portfolio dev
elopment.

7. Cloud-
security fun
damentals
with a
vendor-
neutral
control
mindset.

8. Professio
nal commun
ication,
concise
incident
writing and
regular
mentor
feedback.

9. Time-ma
nagement
habits that
balance
work and
sustained
learning.
10.
Interview
readiness
and visible
evidence
for junior
SOC opport
unities.



SKUNKWORKS ACADEMY EXECUTIVE SUMMARY



Skunkworks Academy - Nkateko Mtembi IDR - Public evidence must be sanitised.



Page
undefined

12-
month
North
Star

By the end
of the
roadmap,
Nkateko
should be
able to
investigate
common
Windows
and
network
security
events,
operate
and tune a
SIEM,
document
incident
decisions,
create and
test basic
detection
logic,
explain
common
attacker
techniques,
demonstrat
e cloud-
security fun
damentals,
collaborate
through
GitHub and
present a
credible
evidence
portfolio for
junior SOC
and
security-
operations
roles.

Evidenc
e stand
ard

A course or
certificate
records
learning; it
does not ind



ependently
prove
operational
capability.
Progress is
demonstrat
ed through i
nvestigation
s, lab
notes,
detection
rules,
runbooks,
GitHub repo
sitories,
mentor
review and
the ability
to explain
decisions
under
guestioning.
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Capa
bility

Profi
le

This public
profile is int
entionally
sanitised. It
uses the
submitted a
ssessment
and professi
onal profile
to establish
a developm
ent
baseline
without
publishing
private
contact
details.

Current
profile e
vidence

aspiring Junior SOC Analyst;

hands-on Wazuh SIEM home lab experience;

practical interest in threat detection, log analysis and incident response;

stated strengths in cloud security, security monitoring and Windows;

foundation networking/cybersecurity learning through Cisco and Google programmes;

public SOC Analyst portfolio already exists on GitHub;

current interests include SIEM platforms, Al, website building and cybersecurity learning;

preferred learning mode is self-paced, with regular one-on-one feedback;

comfortable working independently and collaboratively;

willing to participate in cross-functional projects.

Existing foundation learning
The supplied profile lists foundation achievements including:

Networking Devices and Initial Configuration;
Introduction to Cybersecurity;

Google Cybersecurity Professional Certificate;
Networking Basics;

Cybersecurity and Cloud Fundamentals 1.0.

These provide a useful starting point. The IDR focuses on converting that learning into repeatable investigation and
operational evidence.

Strengths to leverage

Strength - How the roadmap uses it

Wazuh home-lab initiative - Becomes the main SIEM/detection laboratory
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Security

monitoring
interest -
Drives
triage, alert
analysis
and
detection
exercises

Windows
familiarity -
Becomes
the
foundation
for Event
Viewer/
Sysmon/
Windows
event investi
gations

Networking
fundamenta
Is -
Supports
packet
analysis,
source/
destination
reasoning
and
network
triage
Problem
solving -
Applied to
incident
hypotheses
and investig
ation logic
Creativity -
Used in lab
design,
detection
ideas and
portfolio pre
sentation

Communica
tion
awareness

Developed
through
incident
notes, one-
page briefs
and mentor



review
High
learning co
mmitment -
Converted
into
structured
evidence
rather than
unbounded
course cons
umption

Priority
develop
ment

gaps
Area - Devel
opment
target -
Evidence

SOC triage

Consistent
alert-to-
decision
process -
Three
complete in
vestigation
packs
Windows
telemetry -
Recognise
important a
uthenticatio
n/process
events -
Event
4625/4624/
process-
creation inv
estigations

Wazuh
operations

Understand
agents,
rules,

alerts and
tuning -
Wazuh
detection
pack and
tuning notes
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Incident

response -
Document
severity, con
tainment,
escalation
and
recovery -
Incident
runbook +
tabletop
Threat
mapping -
Relate
detections
to attacker
behaviour -
MITRE
ATT&CK
mappings
Cloud
security -
Understand
identity,
logging,
least
privilege
and
monitoring
- Cloud-
control
comparison
artefact

GitHub
workflow - P
rofessional r
epositories,
branches,
commits
and
README
evidence -
Reviewed
portfolio
PRs

Communica
tion -
Concise
technical
writing and
verbal
explanation
- Mentor-
reviewed
incident
summaries
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Time mana

gement -
Sustain
learning
without frag
mentation -
Weekly
plan +
sprint
completion
rate

Capabili

ty

proof
rule

A capability
is treated
as
developed
when
Nkateko
can explain
it, demonstr
ate it
safely,
document
the
evidence
and
respond to
review
guestions.
Certificates
and
learning
records
support
this
evidence
but do not
replace it.
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explain the purpose and workflow of a SOC;

triage common endpoint, authentication and network alerts;
investigate Windows security events using a repeatable method;

use Wazuh dashboards, agents, alerts and rule concepts confidently;
document investigation evidence and conclusions clearly;

map important activity to MITRE ATT&CK where useful;

distinguish benign activity, suspicious activity and confirmed incidents;
escalate with the right context instead of forwarding raw alerts;

use GitHub to publish sanitised lab evidence and investigation notes.
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Care
er Pa
thwa

y

Primary

pathwa
y JR—
Junior
SOC
Analyst
I’ SOC
Analyst
This
pathway
matches
the
supplied
profile and
assessment
most
closely. The
immediate
goal is empl
oyability in
security
operations,
followed by
deeper
detection,
incident
response
and SIEM
ownership.

Entry cap
ability
target
Nkateko
should be
able to:
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comfortable writing simple Wazuh rules or detection logic;

understands false positives and detection tuning;

can explain identity, logging, least privilege and monitoring controls in cloud environments;
can automate basic evidence-processing or reporting tasks;

can connect threat behaviour to telemetry requirements.

Long-term pathway — Security Operations Leadership

Nkateko's assessment states a long-term ambition to attain leadership and create a positive work environment. Leadership
development therefore begins early through communication, documentation, mentoring habits and evidence ownership rather
than waiting for a management title.

Long-term evidence

leads or facilitates a small security improvement project;

produces an operational runbook used by others;

presents a security finding to technical and non-technical audiences;
mentors a newer learner or explains a lab to peers;
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Second
ary path
way —
Detecti
on Engi
neering
/ Cloud
Securit

y

The assess
ment
identifies
SIEM
platforms
and Al as
areas of
interest,
while the pr
ofessional
profile
highlights
cloud
security.
Once the
SOC
foundation
is reliable,
the
roadmap
introduces
detection en
gineering
and cloud-
control
concepts.
Develop
ment
signals
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e proposes measurable SOC improvements;

« demonstrates consistent professional communication and follow-through.

Career progression map

flowchart LR

Al Hore Lab Learner] --> B[Junior SCC Anal yst]
C[ SOC Anal yst]

D{ Speci al i sati on}

E[ Det ecti on Engi neeri ng]

F[ A oud Security]

Jd I nci dent Response]

Hl Seni or SOC / Security Lead]

H

H

G
Role-selection rule

The first 90 days should remain broad enough to build employable SOC fundamentals. At the Day-90 review, use portfolio
evidence and mentor feedback to decide which specialisation deserves more weight.

TMOOUOO®
VVVVVVVYV
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12-M
onth
Road
map

Phase -
Months -
Focus -
Required
outcome

Foundation
. 1-2 -
Windows
telemetry,
networking,
Wazuh,
GitHub
workflow -
Reliable
alert triage
and
evidence
habits

Detection &
IR-3-4 -
Detection
logic,
ATT&CK,
incident
response,
threat
intelligence
- Detection
pack +
incident
runbook

Cloud &
automation
.5-6 -
Cloud-
security fun
damentals,
Python/
PowerShell
basics,
GitHub
Actions -
Cloud
baseline +
small
automation
artefact



SKUNKWORKS ACADEMY 12-MONTH ROADMAP
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establish a repeatable Windows-event investigation method;

strengthen TCP/IP, DNS, authentication and endpoint-log reasoning;
understand Wazuh agent, manager, rules, alerts and decoder concepts;
use GitHub issues, branches, commits and README files professionally;
complete the 12-week sprint with evidence rather than attendance.

Months 3-4 — Detection and incident response

write and test simple detection logic;

document false positives and tuning decisions;
map common activity to MITRE ATT&CK;
complete incident-response tabletop exercises;
improve incident summaries and escalation writing.
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SOC depth
.7-8 .
Threat
hunting,
rule tuning,
case manag
ement,
reporting -
Multi-stage i
nvestigation
portfolio
Professional
growth - 9—
10 - Commu
nication,
interview pr
eparation,
Cross-
functional
work -
Interview-
ready CV/
LinkedIn/
portfolio
evidence
Specialisati
on-11-12

- Detection
engineering
, cloud
security or
incident
response -
Capstone
and next-
role develop
ment plan

Months
1-2—F
oundati
on
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« learn identity, least privilege, logging, monitoring and network controls in cloud environments;

e compare cloud controls across Google Cloud, Microsoft Azure and AWS at a fundamentals level;
e automate one repeatable SOC task with Python or PowerShell;

e add automated validation to a GitHub repository.

Months 7-8 — SOC depth

e run multi-source investigations;

e practise threat hunting from a hypothesis rather than an alert;
e create a small SOC scorecard;

e improve Wazuh rules and documentation;

e produce a case-study style investigation.

Months 9-10 — Professional growth

< refine CV, LinkedIn and GitHub portfolio around evidence;

e practise concise written and verbal incident explanations;

e complete mock SOC interviews;

e participate in a cross-functional or peer-review activity;

* improve time-management habits around focused learning blocks.

Months 11-12 — Specialisation

Choose one primary direction based on evidence and opportunity:
* Detection Engineering;

e Cloud Security;

¢ Incident Response / Threat Hunting.

Complete a capstone that combines telemetry, detection, investigation, documentation and presentation.

Formal gates

« Day 30: evidence workflow and first Windows/Wazuh investigations are reliable.

« Day 60: at least one detection and one incident-response artefact are mentor-reviewed.

« Day 90: at least 10 sprint weeks are accepted and three portfolio artefacts are review-ready.
¢ Month 6: one automation and one cloud-security artefact are complete.

e Month 12: six portfolio items and a capstone support a clear next-role story.
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Months
5-6 —
Cloud
and aut
omation



SKUNKWORKS ACADEMY 12-WEEK APPLIED SPRINT
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12-W
eek

Appli
ed S
print

This sprint
turns
Nkateko's
current
Wazuh/
home-lab
foundation
into
structured
SOoC
evidence.
Each week
should end
with
something i
nspectable:
an investiga
tion, rule,
runbook,
diagram,
test result
or written
explanation.
Sprint
map
Week -
Focus -
Practical
output - Acc
eptance
signal

1.-S0C
baseline -
Capability
matrix +
lab
inventory -
Clear
starting
point and
evidence
standard



SKUNKWORKS ACADEMY 12-WEEK APPLIED SPRINT



Skunkworks Academy - Nkateko Mtembi IDR - Public evidence must be sanitised.



Page

undefined
2 -
Networking
& Windows
telemetry -
Event-
source
map +
packet/
Windows
notes - Can
explain
where
security
evidence
comes from

3 - Wazuh
operations
-Wazuh arc
hitecture
and alert-
triage
notes - Can
trace agent
I’ manager !’
rule " alert
4 - Authenti
cation inves
tigation -
Event 4625
investigatio
n pack -
Evidence-
based
conclusion
with
timeline

5.
Detection e
ngineering

- Two basic
detection
ideas/rules
- Logic, test
method
and false
positives do
cumented

6 - Incident
response -
Endpoint-co
mpromise
tabletop
runbook -
Severity,
escalation
and contain



ment
decisions
clear

7 - GitHub
workflow -
Clean
evidence
repository
and PR
workflow -
Work is
traceable
and
reviewable

8 - Cloud
security -
Cloud-
control
baseline -
Identity/
logging/
least-
privilege
concepts
explained
9.
ATT&CK &
threat
intelligence
- Technique-
to-
telemetry
map - Can
connect
attacker
behaviour
to
observable
evidence
10 -
Automation
- Small
Python/
PowerShell
SOC utility
- Safe input/
output and
clear
README
11 - Commu
nication -
Executive-
style
incident
summary +
mock
interview -



Explains
findings
clearly
without
jargon
overload
12 -
Capstone -
Multi-stage
SOC case
study -
Portfolio-
ready
evidence
and
next-90-
day plan

Week 1
— Base
line
and
SOC fo
undatio
ns
Objectives

e understand the role of Tier-1/Tier-2 SOC work;

e inventory the current Wazuh lab and available telemetry;

- define a simple evidence standard for every future investigation;

* identify what is already strong and what still needs structured practice.

Practical work

Create a capability matrix covering networking, Windows logs, Wazuh, incident response, Git, cloud security and

communication. Draw the current home-lab architecture and identify which logs are available.

Evidence

e capability-matrix.md

e lab-architecture.md or diagram

e first mentor/self-review note

Week 2 — Networking and Windows telemetry

Objectives

< reinforce IP addressing, ports, DNS, DHCP, TCP/UDP and common protocols;

« understand Windows Security log sources and authentication events;

e practise timeline thinking.

Practical work

Create an event-source map for Windows endpoint, authentication and network evidence. Capture safe examples from the
home lab and explain what each event proves and what it does not prove.

Evidence

e event-source map;

e short notes on Event IDs 4624, 4625 and a process-creation event source;

* one basic network flow explanation.

Week 3 —Wazuh operations

Objectives

e understand Wazuh agents, manager, decoders, rules, alert levels and dashboards;
« distinguish collection from detection;
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e practise alert triage.

Practical work

Take three safe lab alerts and document: source, rule, severity, observable facts, possible explanation, next evidence to collect
and final disposition.

Evidence

e Wazuh architecture diagram;

e three alert-triage records;

e one tuning idea.

Week 4 — Event 4625 investigation

Objectives

* investigate failed Windows logons systematically;

« distinguish user error, service/account issues and brute-force indicators;
e document assumptions and uncertainty.

Practical work

Use synthetic or authorised Windows event data. Build a timeline around repeated 4625 events, correlate source information,
check successful logons where available and produce a conclusion.

Evidence

e investigation README;

e timeline table;

e evidence screenshots/log excerpts with private data removed,;
e conclusion and recommended next steps.

Week 5 — Detection engineering basics
Objectives

e write detections from a threat hypothesis;

- define required telemetry;

* test expected positives and benign activity;

e document false positives.

Practical work

Design two simple detection ideas: one authentication-based and one endpoint/process-based. Implement in Wazuh where
safe or provide well-formed rule/pseudocode.

Evidence
For each detection: hypothesis, telemetry, logic, severity, test case, false positives, tuning notes and ATT&CK mapping.

Week 6 — Incident response

Objectives

e understand identify I contain !" eradicate !" recover !’ lessons learned;
e separate facts from assumptions;

e know when to escalate.

Practical work

Run a tabletop for a simulated suspicious endpoint with failed logons and an unusual process alert. Write the incident timeline,
severity rationale, containment options and stakeholder update.

Evidence

« incident-response runbook;

e timeline;

e decision log;

e concise incident update.

Week 7 — Git and GitHub professionalism
Objectives

e use issues, branches, commits and pull requests cleanly;
e organise portfolio evidence;
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e protect secrets and sensitive data.

Practical work

Refactor one existing SOC portfolio investigation into a professional repository structure with README, evidence, references
and lessons learned.

Evidence

e issue ! branch ! PR history;

e improved README;

e privacy/security check.

Week 8 — Cloud-security fundamentals

Objectives

e understand shared responsibility;

e explain identity, MFA, least privilege, logging, storage/network exposure and monitoring;

e connect cloud events to SOC operations.

Practical work

Build a vendor-neutral cloud-security baseline, then map equivalent services/concepts in Google Cloud and one additional
major cloud platform.

Evidence

e control matrix;

e simple cloud architecture diagram;

« one logging/detection use case.

Week 9 — MITRE ATT&CK and threat intelligence

Objectives

e use ATT&CK to organise behaviours rather than memorise IDs;

« distinguish indicators from behaviours;

* map detections to useful telemetry.

Practical work

Choose three common behaviours and map tactic, technique, likely data sources, Wazuh/Windows evidence and investigation
questions.

Evidence

e technique-to-telemetry matrix;

e one threat-intelligence note explaining source confidence and relevance.
Week 10 — Automation basics

Objectives

e automate a small repetitive SOC task;

< validate inputs and outputs;

e avoid unsafe assumptions.

Practical work

Build a small Python or PowerShell utility such as IOC-list normalisation, failed-logon summary parsing or evidence-file
hashing.

Evidence

e source code;

«  README;

e test input/output;

« limitations and safety notes.

Week 11 — Communication and interview evidence
Objectives

e improve concise technical communication;

* explain incidents to both technical and non-technical audiences;

e practise junior SOC interview responses using real portfolio evidence.
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Practical

work
Rewrite
one investig
ation as a
one-page
incident
summary.
Prepare
three STAR-
style
stories: inve
stigation,
learning
challenge
and
teamwork/
initiative.
Evidence

* One-page summary;

e three interview stories;

« mentor feedback notes.

Week 12 — Capstone

Objectives

- combine telemetry, detection, investigation and communication;

« show a complete SOC workflow;

« decide the next specialisation direction.

Practical work

Create a synthetic multi-stage case: suspicious authentication, endpoint alert and supporting network evidence. Triage,
investigate, map ATT&CK, document response and present the conclusion.
Evidence

e capstone repository;

e investigation timeline;

e detection logic;

e incident-response decisions;

e 5-10 minute presentation;

e next-90-day plan.

Completion rule

A week is accepted only when Nkateko can explain the evidence, identify limitations, protect sensitive information and
respond to review questions. Time spent alone does not equal completion.
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Networking Devices and Initial Configuration
Introduction to Cybersecurity

Google Cybersecurity Professional Certificate
Networking Basics

Cybersecurity and Cloud Fundamentals 1.0

Recommended next milestones
Priority - Milestone - Why it matters - Evidence gate

Page
undefined

Cred
entia
B
and
Skill
Miles
tone
S

The
submitted
profile
already
shows
meaningful
foundation
learning.
This IDR
does not
restart from
zero.
Credentials
are used
as
structured
learning
milestones
while
practical
evidence
remains
the main
proof of
capability.
Existing
profile-
listed
learning

Core - Wazuh practical proficiency - Directly supports current SIEM portfolio - Three triage cases + one tuned detection
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Core -

CompTIA
Security+
knowledge
objectives -
Broad
junior
security
baseline -
Labs
mapped to
identity,
threats,
operations
and risk
Core -
Cisco cyber
security pro
gression -
Builds on
existing
Cisco
foundation -
Networking/
security lab
evidence
Core -
GitHub
workflow
proficiency
- Makes
evidence pr
ofessional
and
reviewable
- Issues,
branches,
PRs,
README
and clean
history
Supporting
- Microsoft
security
operations
learning -
Introduces
Sentinel/
Defender
concepts
used in
many SOC
roles - One
Sentinel-
style
detection/



incident
comparison
Supporting
- Google
Cloud
security fun
damentals -
Aligns with
stated
Google
interest
and cloud-
security
profile -
Cloud-
control
baseline
Applied -
Python or
PowerShell
automation
- Enables
repetitive
SOC task
automation
- Working
utility +
tests
Applied -
MITRE
ATT&CK
mapping - S
trengthens
detection/in
vestigation
reasoning -
Three
technique-
to-
telemetry
mappings
Professional
- Incident ¢
ommunicati
on -
Addresses
communicat
ion-develop
ment
request -
Mentor-
reviewed
incident
summary

Career -
Junior SOC
interview



readiness -
Converts
evidence
into employ
ability - Two
mock
interviews
+ four
evidence-
backed
answers

Sugges
ted cred
ential s

equenci
ng

First 90
days
Prioritise
Wazuh,
Windows
events,
networking,
GitHub and
Security+
knowledge
objectives.
Do not
overload
the sprint
with
multiple
exam prepa
rations.

Months
4-6
Choose
one formal
certification
target only
if it directly
supports
job applicati
ons or
exposes a
clear
knowledge
gap. Add
cloud-
security
learning
and basic
automation.

Months
7-12
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Select a sp

ecialisation
milestone
based on
portfolio
evidence
and
available
roles:
detection,
cloud
security or
incident
response.

Accepta
nce rule

A
credential
milestone
counts
toward the
IDR only
when it is
backed by
practical
evidence: a
reviewed
lab, investig
ation,
detection, a
utomation,
architecture
[/control
map or
mentor-
accepted
artefact.
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« explain SOC roles, alert lifecycle, severity, escalation and evidence handling;
« distinguish monitoring, detection, investigation and incident response;

e use an investigation template consistently.

Assessment: capability matrix + one triage record.

Module 2 — Networking for analysts

Qutcomes

« reason about IP addresses, ports, protocols, DNS and TCP/UDP;
e interpret source/destination context;

e recognise common network evidence used in investigations.
Assessment: annotated network-flow analysis and packet/log notes.

Module 3 —Windows security telemetry
Outcomes

e use Event Viewer and Windows Security logs;

e interpret authentication activity and process evidence;

» create timelines and correlate related events.
Assessment: Event 4625 investigation pack.

Module 4 —Wazuh SIEM operations
Outcomes

« understand agent/manager/rule/alert relationships;

e triage alerts systematically;

e document rule tuning and false positives.

Assessment: three alert triage cases + one tuning proposal.

Module 5 — Detection engineering
Outcomes
e start from a threat hypothesis;
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undefined

Cour
se C
urric
ulum

The
curriculum
is
organised
around
employable
SOC
evidence
rather than
course
completion.

Module
1 —
SOC fo
undatio
ns
Outcomes
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« define required telemetry;

* implement or describe detection logic;

e create test cases and false-positive guidance.
Assessment: Wazuh Detection Pack.

Module 6 — Incident response

QOutcomes

e classify incidents;

< document containment, eradication and recovery options;
e create decision logs and stakeholder updates.
Assessment: incident tabletop and runbook.

Module 7 —Threat intelligence and MITRE ATT&CK
Outcomes

« distinguish indicators, behaviours and techniques;

* map relevant detections to ATT&CK;

e assess source relevance and confidence.

Assessment: technique-to-telemetry matrix.

Module 8 — Cloud security fundamentals

Outcomes

« explain shared responsibility, IAM, MFA, least privilege, logging, network exposure and monitoring;

e compare equivalent security controls across cloud platforms;
* identify cloud events relevant to SOC operations.
Assessment: cloud-security baseline and logging use case.

Module 9 — GitHub and evidence engineering
Outcomes

e use issues, branches, commits and pull requests;

* maintain clean README files and references;

e avoid publishing secrets or sensitive evidence.
Assessment: reviewed portfolio repository.

Module 10 — Automation basics

Outcomes

e automate one repetitive security-analysis task;

< validate inputs and outputs;

e document limitations and safe usage.

Assessment: Python or PowerShell utility with test evidence.
Module 11 — Professional communication
QOutcomes

e write concise incident summaries;

< explain technical findings to non-technical audiences;

e practise interview narratives linked to real evidence.
Assessment: one-page incident summary + mock interview.
Module 12 — Capstone

Outcomes

« combine multiple evidence sources;

e perform a complete triage/investigation/response workflow;
e present conclusions and uncertainty clearly.

Assessment: multi-stage SOC case study.

Assessment rubric

Dimension - Weight

Page
undefined
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Technical
accuracy -
25%
Investigatio
n logic -
20%
Evidence
quality and r
eproducibilit
y - 20%
Security/
privacy
discipline -
10%
Communica
tion - 15%
Reflection
and improve
ment - 10%
Pass: 75%

Distinction:
90%
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Hand
s-On
Labs

All labs
must use
the existing
home lab,
local virtual
machines,
vendor
sandboxes
or synthetic
datasets.
Never test
third-party
systems
without
explicit auth
orisation.

Standar
dlab ev
idence

Every lab
should
include
objective,
authorised
scope, envir
onment
diagram,
steps,
evidence,
test results,
conclusion,
limitations,
cleanup/
rollback
and
references.

Lab 1
— Wind
ows aut
henticat
ion inve
stigatio
n

Generate
or use safe
sample
failed/
successful



logons.
Investigate
Event IDs
4625 and
4624, build
a timeline,
identify
source
context and
explain
whether
the
evidence
suggests
user error,
service-
account
problems
or
suspicious
activity.
Deliverable:
event-4625-
investigatio
n/README.
md plus
sanitised
evidence.

Lab 2

Wazuh
alert
triage
Select
three
different
Wazuh
alerts. For
each
record rule
ID/name,
alert level,
raw facts,
hypothesis,
next
evidence,
disposition
and tuning r
ecommend
ation.
Deliverable:
three
completed
triage
sheets.
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Lab 3

Wazuh
detectio
nrule

Create or
safely
simulate a
simple
custom
detection.
Define the
threat
hypothesis,
log source,
logic, test
events,
expected
alert and
false
positives.
Deliverable:
rule/pseudo
code, test
evidence
and tuning
notes.

Lab 4
— Netw
ork evid
ence
analysis
Use a local
packet
capture or
synthetic
flow data.
Identify
endpoints,
protocol,
ports, DNS
context and
whether
the traffic is
expected.
Deliverable:
annotated
traffic-
analysis
note.

Lab 5
— Incid
ent-res



ponse
tabletop

Simulate
suspicious
logons
followed by
a process
alert.
Decide
severity, con
tainment
options,
escalation
path,
evidence
collection
and
recovery
criteria.

Deliverable:
incident
timeline,
decision
log and
stakeholder
update.

Lab 6

Threat
mappin
g

Choose
three
attacker
behaviours
relevant to a
uthenticatio
n or
endpoint
activity.
Map them
to MITRE
ATT&CK
and identify
Wazuh/
Windows/
network
telemetry
that could
detect or
investigate
them.
Deliverable:
ATT&CK-to-
telemetry
matrix.



SKUNKWORKS ACADEMY HANDS-ON LABS



Skunkworks Academy - Nkateko Mtembi IDR - Public evidence must be sanitised.



Page
undefined

Lab 7

Cloud-s
ecurity
baselin
e

Create a
small
vendor-
neutral
control
baseline
covering
identity,
MFA, least
privilege,
logging,
storage
exposure,
network
controls
and
monitoring.
Map the
concepts to
Google
Cloud and
one
additional
cloud
platform.

Deliverable:
control
comparison
and architec
ture
diagram.

Lab 8

— SOC
automat
ion
utility
Build a
small
Python or
PowerShell
utility for
one safe
task:
normalising
IOC lists, su
mmarising
failed
logons,



hashing
evidence
files or
parsing a
simple log
export.
Deliverable:
source, test
data,
output,
README
and
limitations.

Lab 9

GitHub
evidenc
e workfl
ow

Create an
issue,
branch,
commit
series and
pull request
for one inve
stigation.
Ensure no
secrets or
private
data are
committed.

Deliverable:
traceable
GitHub
workflow
and mentor/
self-review
note.

Lab 10
— Caps
tone
case

Combine au
thentication,
endpoint
and
network
evidence
into a
synthetic
incident.
Triage,
investigate,
map



relevant
ATT&CK
techniques,
propose
response
actions and
present the
case.
Deliverable:
full portfolio
case study
and short pr
esentation.
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Assi
gnm
ents

Assignment
s are short,
reviewable
exercises
that
strengthen
technical
reasoning
and commu
nication
between
larger labs
and
portfolio
projects.
Assign
ment 1
— SOC
capabili
ty basel
ine
Create a
table
covering
networking,
Windows
logs,
Wazuh,
incident
response,
cloud
security, Git/
GitHub,
automation
and commu
nication.
Score
current
confidence,
identify
evidence
already
available
and define
the next 90-
day action
for each
area.
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Assign
ment 2
— Alert
triage w
orkshee
t
Build a
reusable
triage
template
containing:

« alert name and source;

« timestamp and affected asset/account;

e observable facts;

e initial hypothesis;

* next evidence to collect;

e severity rationale;

e disposition;

e escalation decision;

« false-positive/tuning note.

Use it on three lab alerts.

Assignment 3 — Investigation writing

Write a one-page investigation summary for a failed-logon scenario. The reader should understand what happened, what
evidence supports the conclusion, what remains uncertain and what action is recommended.

Assignment 4 — Detection design

Design two detections from threat hypotheses. Include telemetry, logic, severity, test data, false positives and ATT&CK
mapping.

Assignment 5 — Cloud control map

Compare identity, MFA, least privilege, logging, network exposure and monitoring controls in Google Cloud and one additional
cloud platform. Explain the SOC-relevant telemetry each control can produce.

Assignment 6 — Communication improvement plan

The assessment identifies communication as an area where additional support would help. Create a practical plan with:

e one written communication exercise per week;

« one short verbal explanation/demo every two weeks;

« mentor feedback notes;

* examples of improved before/after wording;

* one mock incident briefing by Day 60.

Assignment 7 — Career evidence audit

Review CV, LinkedIn and GitHub portfolio. For every claimed security skill, link to evidence or mark it as learning-in-progress.
Remove vague claims that cannot be supported.

Submission standard

Each assignment should include references, evidence links, a short self-review and the specific mentor/reviewer feedback that
was acted on.
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investigations;
Wazuh/SIEM work;

detection engineering;

incident response;
networking;

cloud security;
automation;

Page
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Portf
olio
Proje
cts

The
portfolio
should
show how
Nkateko
thinks and
works, not
only screen
shots of
tools. Every
project
must be
safe to
publish and
should
contain a
clear
README,
evidence,
references,
limitations
and
lessons
learned.

Project
1—
SOC
Analyst
Portfoli
o Index

Create a
landing
repository/
page that
organises
all security
evidence
by
capability:
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e professional communication.

Acceptance: every claim links to evidence and outdated/duplicate material is removed.

Project 2 — Event 4625 Investigation Pack
Expand the existing failed-logon investigation work into a professional case study with:
e scenario and scope;

e timeline;

e event interpretation;

e source/target context;

e correlation with successful logons where available;

* hypothesis and conclusion;

« false-positive considerations;

* response recommendations;

« references and lessons learned.

Project 3 — Wazuh Detection Pack

Create at least three detection entries. Each should include threat hypothesis, data source, rule/logic, severity, test method,
expected result, false positives, tuning notes and ATT&CK mapping.

Project 4 — Incident Response Runbook

Build a junior-SOC-friendly runbook for a simulated suspicious Windows endpoint. Cover intake, severity, evidence collection,
containment options, escalation, eradication/recovery considerations and lessons learned.

Project 5 — Cloud Security Baseline

Build a concise control baseline covering identity, MFA, least privilege, logging, storage/network exposure, monitoring and
incident evidence. Map concepts to Google Cloud and one additional major cloud platform.

Project 6 — SOC Capstone Case Study
Create a synthetic multi-stage case that combines:

* authentication anomalies;

* endpoint/process evidence;

* network context;

Wazuh alerts;

e ATT&CK mapping;

« detection logic;

e incident-response decision making;

« final technical and non-technical summaries.

Standard repository structure

proj ect - nane/

%%% README. nd

%%% evi dence/

%%% det ections-or-scripts/
%%% r ef erences. nd

%%% SECURI TY. nd

%%% revi ew not es. nd

Portfolio readiness rule
A project is interview-ready when Nkateko can explain the scenario without reading the README, answer why each step was
taken, identify limitations and show that all published evidence is sanitised.
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Stud

y
and

Revi
ew C
alen
dar

Sugges
ted
weekly
rhythm

The assess
ment
indicates
very high
willingness
to allocate
learning
time, but it
also
identifies
time
division
between
work and
learning as
a
challenge.
The IDR
therefore
uses
focused
core
sessions
rather than
filling every
available
hour.

Day - Time
- Activity -
Output

Monday -
18:30—-
19:30 -
Theory /
primary doc
umentation



- Notes +
one
guestion

Wednesday
-18:30-
20:00 -

Lab / investi
gation -
Technical
evidence

Thursday -
18:30-
19:30 - Doc
umentation
/ GitHub -
README,
timeline or
rule notes

Saturday -
09:00-
11:00 -
Deep

work /
portfolio -
Completed
weekly
artefact

Alternate W
ednesday -
20:00-
20:30 -
Mentor /
one-on-one
review -
Feedback
+ next
actions

The core
timetable is
about 5.5
hours per
week,
deliberately
lower than
the
maximum
time
Nkateko
said he is
willing to
invest.
Extra
learning
time should
be optional
and
targeted,



not used to
create an u
nsustainabl
e backlog.

12-
week sc
hedule

Week com
mencing -
Focus -
Primary
output

31 Aug
2026 -
Baseline
and SOC
foundations
- Capability
matrix +

lab
architecture

7 Sep 2026

Networking
and
Windows
telemetry -
Event-
source map

14 Sep
2026 -
Wazuh
operations
- Three
alert-triage
records

21 Sep
2026 -
Event 4625
investigatio
n - Investiga
tion pack
28 Sep
2026 -
Detection e
ngineering
- Two
tested
detection
ideas

5 Oct 2026
- Incident
response -
Tabletop
runbook
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12 Oct
2026 -
GitHub
workflow -
Reviewed
evidence
repository
19 Oct
2026 -
Cloud
security -
Control
baseline
26 Oct
2026 -
ATT&CK
and threat
intelligence
- Technique-
to-
telemetry
matrix

2 Nov 2026

Automation
- Python/
PowerShell
SOC utility
9 Nov 2026
- Communic
ation and
interviews -
Incident
brief +
interview
stories

16 Nov
2026 -
Capstone -
Multi-stage
case study
+ next-90-
day plan

Review
checkp
oints

*  Weekly: record evidence, blockers and learning hours.

«  Fortnightly: one-on-one review of one completed artefact.

« Day 30: check investigation method, Wazuh confidence and workload sustainability.

« Day 60: review detection quality, incident-response thinking and communication progress.

« Day 90: assess portfolio readiness and choose the next specialisation emphasis.

Rescheduling rule

Missed time is not recovered by doubling the following week. Move the highest-value activity, preserve the evidence outcome
and record the reason. Repeated slippage should trigger a scope reduction rather than hidden backlog.
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Goal
S
and
KPls

The IDR
measures
accepted
evidence,
not raw
course
hours.
KPI - 90-
day target -
12-month
target -
Evidence

Sprint
execution -
"el10/12
weeks
accepted -
N/A -
Weekly
artefacts

Investigatio
n quality - 3
reviewed
cases - 8
reviewed
cases -
Timelines, ¢
onclusions,
review
notes

Wazuh/
SIEM
capability -
3 triage
cases +1
tuning idea
- 3+ tested
detections
and tuning
history -
Detection
pack
Incident
response -
1 tabletop -
3



scenarios /
one
polished
runbook -
Runbook
and
decision
logs
Networking/
telemetry -
Event-
source
map
complete -
Multi-
source inve
stigation
evidence -
Lab notes
Cloud
security -
Baseline
control
map - One
cloud-
security
portfolio
artefact -
Control
matrix/
diagram
Automation
- Plan
selected - 2
small SOC
utilities -
Code +
tests +
README

GitHub prof
essionalism
-3 clean
repos/PRs

- Full
portfolio
index - Git
history and
README
quality
Communica
tion - 3
reviewed
summaries
-6
reviewed
technical/
non-



technical
briefs -
Mentor
notes

Interview
readiness -
3 evidence-
backed
stories - 2
mock
interviews
+ 6 strong
stories -
Interview
notes

Formal
scoreca
rd

Score each
dimension
from 1-5.

Dimension
-1-3:5

Investigatio
n logic -
Jumps to co
nclusions -
Uses
evidence
and a
repeatable
process -
Correlates
multiple
sources
and
explains
uncertainty
SIEM/
detection -
Tool
navigation
only - Can
triage and
describe
logic - Can
test, tune
and defend
detection
choices
Networking/
telemetry -
Limited
protocol/



event under
standing -
Correctly
interprets
common
evidence -
Selects the
right
telemetry
for
hypotheses
Incident
response -
Unstructure
d reaction -
Uses
severity/
escalation/
runbook
logic -
Makes
clear, risk-
aware
response
decisions

Communica
tion - Raw
technical
notes -
Clear
structured
summary -
Audience-
specific,
concise
and
decision-
ready
Evidence
quality - Scr
eenshots
without
context - Re
producible
README/
evidence - P
rofessional
portfolio-
quality
case study
Security/
privacy - Inc
onsistent
handling -
Safe
synthetic/
sanitised
evidence -



first two investigations use a consistent method;
Wazuh lab inventory and alert flow are understood;
GitHub evidence workflow is in place;

learning schedule is sustainable.

Day-60 gate

one detection has been tested/tuned;

incident-response tabletop is complete;

communication improvement is visible in at least two revised summaries;
at least two portfolio artefacts are mentor-review ready.

Day-90 gate

at least 10 sprint weeks accepted or a documented recovery plan exists;
three portfolio artefacts are review-ready;

one clear next specialisation direction is selected;

CV/LinkedIn/GitHub claims are linked to evidence.

Annual completion gate
Nkateko should be able to explain and defend six portfolio artefacts, complete a realistic SOC case study and demonstrate

readiness for junior SOC/security-operations interviews without relying on course-completion claims alone.

Proactively
designs
privacy/
security
boundaries

Day-30
gate
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short self-review every week;

30-minute one-on-one review every two weeks during the initial sprint;
formal Day 30, Day 60 and Day 90 reviews;

quarterly review after the sprint.

Standard 30-minute agenda
Time - Topic - Output

5 min - Workload and progress - RAG status and blockers

10 min - Evidence review - Accepted / revise / re-scope

5 min - Investigation/detection challenge - One technical question to deepen reasoning

Page
undefined

Ment
or
and
Revi
ew P
roce
SS

The assess
ment
explicitly
requests a
mentor/
coach and
regular one-
on-one
feedback.
The IDR
therefore
uses
frequent
evidence
review
rather than
occasional
end-of-
course
evaluation.
Mentor /
coach: To
be
assigned
by Skunkwo
rks
Academy

Review
cadenc
e
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5 min - Com

munication
feedback -
One
concrete
writing/pres
entation imp
rovement

5 min -
Next
actions -
Two
highest-
value tasks

Mentor
review t

emplate

# Mentor Review —YYY
## Evi dence revi ewed

- link / file

## Deci si on

- Accepted / Revise /
## Scores (1-5)

- Investigation |ogic:
- SIEM det ecti on:

- Networking/tel emetr
- Incident response:

- Communi cation

- Evidence quality

- Security/privacy:

## Strongest inprovent
## Main gap

## Required changes
## Next two-week pri or

Feedba
ck rule

Feedback
is complete
only when
the next
revision
shows
what
changed.
Review
comments
should not
accumulate
as passive
notes.

Commu
nication
-develo
pment e
mphasi
S

Because
the assess
ment
identifies co



mmunicatio
nas an
area
needing
additional
support,
every
second
mentor
review
should
include one
short
verbal
explanation
or written
incident
summary
and one
specific imp
rovement
target.
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passwords, API keys, tokens, private keys or connection strings;

personal phone numbers, email addresses or home addresses;
employer/customer private data;

production logs with identifiers or confidential information;
unauthorised vulnerability details;

private tenant/account identifiers;

screenshots that expose sensitive administration details.

Safe lab rule

Use only:

Nkateko's own home-lab systems;

local virtual machines;

synthetic data;

vendor-provided training sandboxes;

systems for which explicit testing permission exists.

Evidence sanitisation checklist

Before committing evidence to GitHub:

~N o o b~ WN P

. remove personal/contact information;
. search for secrets and tokens;

. replace real usernames/hostnames with synthetic examples where practical;
. crop/redact screenshots that expose irrelevant identifiers;
. verify repository visibility;

. check commit history, not only the latest file;

.include references and explain what was simulated.

Page
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Gove
rnan
ce, P
rivac

y
and

Safet
y

The public
IDR and
portfolio
must be
useful
without
exposing
personal or
organisation
al
information.

Never
publish
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Respo n
sible se
curity
practice
This
roadmap
does not
require
scanning,
exploiting,
accessing
or
modifying
third-party
systems
without
permission.
If lab scope
is unclear,
stop and
clarify
before
proceeding.

Acciden
tal expo
sure

process

If a secret
or sensitive
value is
committed:
1. stop
further
sharing;

2. revoke/
rotate the
secret if
applicable;
3. notify the
relevant
owner/
mentor;

4. remove
the data
from the
current
repository
state;

5. assess
Git history
and
published
artefacts;
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6.
document
the
corrective
action.

Quality
rule

A
technically
strong
artefact
cannot
pass
review
while it
contains
unsafe or u
nauthorised

information.
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Lear
ning
Reso
urce
S

Use
primary
vendor and
standards
sources
first. Third-
party
videos or
courses
can help
explain a
topic, but
the
evidence
should be
grounded
in the
official docu
mentation
and the lab
results.

Resour
ce map
Capability -
Primary

references

Wazuh /
SIEM -
Wazuh doc
umentation;
Microsoft
Sentinel do
cumentation

Windows
events -
Microsoft
Windows
Security
and
auditing doc
umentation
Networking
- Cisco
Skills for
All/



Networking
Academy
Detection -
Wazuh
rules;
MITRE
ATT&CK;
Sentinel
analytics
concepts
Incident
response -
CISA; NIST
CSF

Cloud
security -
Google
Cloud
security
docs;
Microsoft/
AWS
security fun
damentals
as
comparison
GitHub -
GitHub
Skills;
GitHub
Docs
Junior
security
breadth -
CompTIA
Security+
objectives

Learnin
g-to-evi
dence
rule

For every
learning
resource,
record:

1. what
was
learned;

2. which

lab or
project

used it;

3. what
decision or i
nvestigation
improved



because of
it;

4. what
remains
uncertain.
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e the submitted Career Growth and Learning Assessment response for Nkateko Mtembi;
e the supplied professional profile / resume PDF;
* the existing public SOC Analyst portfolio referenced by the supplied profile.

Page
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Refer
ence
S

and
Sour
ceR
egist
er

This
register
separates
source-
derived
learner
information
from recom
mended
technical-de
velopment
references.

Learner
source
material

The public
IDR was
built from:

The public website intentionally does not reproduce private contact details or the complete raw questionnaire response.

Source-derived learner facts represented in the IDR

e junior SOC analyst career direction;

e Wazuh SIEM home-lab experience;

e interest in SIEM platforms;

e threat detection, log analysis and incident-response focus;

« cloud security, security monitoring and Windows strengths listed in the supplied profile;
e Cisco, GitHub, Google and professional-skills interests from the assessment;
« self-paced learning preference;

« preference for regular one-on-one feedback;

« willingness to participate in cross-functional work;

- stated long-term leadership ambition;

e communication support need and time-management challenge;

« foundation cybersecurity/networking learning listed in the supplied profile.

Technical-development references
Wazuh
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e Wazuh Documentation — https://documentation.wazuh.com/

e Wazuh Ruleset — https://documentation.wazuh.com/current/user-manual/ruleset/index.html
Windows and Microsoft security

*  Windows Security documentation — https://learn.microsoft.com/windows/security/
e Windows security auditing — https://learn.microsoft.com/windows/security/threat-protection/auditing/
e Microsoft Sentinel — https://learn.microsoft.com/azure/sentinel/

e Kusto Query Language — https://learn.microsoft.com/kusto/query/

Threat behaviour and incident response

¢ MITRE ATT&CK — https://attack.mitre.org/

e NIST Cybersecurity Framework — https://www.nist.gov/cyberframework

e CISA — https://www.cisa.gov/

Networking

e Cisco Skills for All — https://skillsforall.com/

e Cisco Networking Academy — https://www.netacad.com/

Cloud security

e Google Cloud Security — https://cloud.google.com/security

e Microsoft Azure Security — https://learn.microsoft.com/azure/security/

*  AWS Security — https://docs.aws.amazon.com/security/

GitHub and engineering workflow

e GitHub Skills — https://skills.github.com/

e GitHub Docs — https://docs.github.com/

e GitHub Actions — https://docs.github.com/actions

Broad junior-security framework

e CompTIA Security+ — https://www.comptia.org/certifications/security

Reference-use rules

* Re-check vendor certification pages before booking an exam because names and requirements change.

e Use primary documentation to support technical conclusions.
e Frameworks organise thinking; they do not replace investigation evidence.
«  Public portfolio artefacts must use safe, sanitised or synthetic data.

Page
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Fir

source-based learner baseline;
recommended SOC career pathway;
12-month roadmap;

full 12-week applied sprint;
curriculum and labs;

assignments and portfolio projects;
credential/skill milestones;
calendar and review cadence;
goals and KPIs;

mentor process;
governance/privacy rules;

learning references.

st 10 working days

Day range - Action - Evidence

1-2 -
1-4 -

3-5

4-7.

6-8

Review baseline and target role - Confirmed capability matrix

Inventory Wazuh lab and available logs - Lab architecture diagram

- Standardise investigation template - Reusable triage/investigation worksheet
Review GitHub portfolio structure - Portfolio cleanup issue/branch

- Complete first Windows/Wazuh case - Investigation README

8-10 - Conduct first one-on-one review - Feedback and next actions

Fo

rmal review gates

Day 30

workload and schedule are sustainable;

Wazuh alert flow is understood,;

at least two investigations follow a repeatable method;
GitHub evidence is clean and safe to publish.

Day 60

at least one detection has a documented test and tuning process;
the incident-response tabletop is complete;

communication improvement is visible in written summaries;

at least two portfolio artefacts are review-ready.
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SKUNKWORKS ACADEMY DOWNLOAD AND SIGN-OFF



Skunkworks Academy - Nkateko Mtembi IDR - Public evidence must be sanitised.
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Day 90
e atleast 10 sprint weeks are accepted or a recovery plan exists;
e atleast three portfolio items are review-ready;
e one next specialisation direction is chosen;
e CV/LinkedIn/GitHub claims are evidence-linked.

Annual sign-off target

The roadmap is complete when Nkateko can demonstrate six strong portfolio artefacts, explain a realistic SOC case end to
end, show safe GitHub/evidence practices and defend readiness for junior SOC/security-operations opportunities.
Sign-off

Role - Name - Decision / signature - Date

Learner - Nkateko Mtembi - -
Mentor / coach - To be assigned - -
Skunkworks Academy review - - -

Review questions

« Does the portfolio prove investigation ability rather than only tool familiarity?
e Can Nkateko explain what evidence supports each conclusion?

e Is the Wazuh work tested and documented?

e Is communication becoming clearer and more concise?

e Are learning hours sustainable despite the high stated willingness to study?
« Does every public artefact respect the privacy/safe-lab boundary?



